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Secure File Manager

Manage, share, and protect your business files with

complete control wherever you work




Secure File Manager

The Secure File Manager web app is the core of the
entire boolebox platform.

It provides a secure and intuitive environment where
you can upload, organize, edit, and share files and
folders with complete peace of mind. All data is
protected by boolebox’s advanced encryption,
ensuring every piece of information remains
confidential and safe from unauthorized access.

With Secure File Manager, collaboration becomes
simple and immediate: you can work on documents
in real time thanks to Microsoft 365 integration,
assign tasks, add comments, and classify files for
even more efficient management. All of this while
maintaining  maximum  security, full activity
traceability, and an easy-to-use experience.

Secure File Manager also enables and simplifies
collaboration on highly confidential documents.
Nothing leaves the platform, and every action can
be restricted according to your needs, while always
keeping full visibility and tracking.
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Main features

Everything Under
Control
Your files are
immediately encrypted
and organized into logical
groups

Tailored Protection
Apply preset sharing
templates to instantly

define security levels

Effortless Collaboration
Comments, tasks, and
annotations always

shareable

Full Tracking
Monitor who did what,
when, and where for each
file

Secure Sharing
Choose who
to collaborate with and
maintain full control with
customizable permissions

Advanced Restrictions
Block unauthorized
screenshots/photos and

define file actions

Personal Keys
Protect files with a
personal key:
only those who have it

can access

Always with You
Manage and share files
from smartphone

(i10S/Android)

b

boolebox

Automatic Security
Every file and folder is
protected with
AES 256-bit encryption

Immediate Revocation
Stop access to shared
files at any time, in real

time

Smart Access
Unlock files and folders
with fingerprint via
mobile app

Customizable Interface
Adapt app colors to your
brand identity



Use cases

PROTECTED
REPOSITORY

PROTECTED
SHARING

COLLABORATION

ORGANIZATION
AND PROTECTION
WITH
CLASSIFICATIONS

VIRTUAL DATA
ROOM

This application is chosen by companies looking for a protected repository
where files can be stored securely, easily accessed only by authorized users,

and organized within the same secure environment

One of the primary needs of our customers is to securely share these files both
with colleagues and with external collaborators, therefore outside the
corporate perimeter. It is very common, in fact, to involve consultants who are
not part of the company in important projects, and whose confidentiality must
be ensured

Beyond file sharing, it is essential to enable work teams to collaborate
effectively on individual confidential projects. Thanks to comments, tasks, and
annotations, users can work in an organized way on the same file without ever

interrupting its protection

When collaboration involves multiple files, folders, and users, the use of
classifications becomes essential to ensure order, security, and speed in
workflow management.

With boolebox, you can create classified projects that automate access
settings and functional restrictions for individual users or groups, simplifying
permission management and making collaboration more efficient.

In addition to boolebox’s custom classifications, you can also apply universally
recognized standard labels (such as “Public”, “Restricted”, “Confidential”,
“Internal Use”), allowing you to adapt data protection to corporate policies
and international regulations.

The dedicated section for classified files allows you to quickly find all
documents and folders linked to different projects, enabling secure and
structured collaboration among colleagues, teams, departments, and external

partners—fully aligned with security and compliance requirements.

Secure File Manager is the ideal solution for managing a VDR: it allows you to
upload, organize, and share confidential documents in a secure and structured
way.

The intuitive interface lets you create dedicated folders, assign specific
permissions to users, and monitor all file activities.

Thanks to advanced encryption and access control features, you can ensure
maximum confidentiality during due diligence processes, mergers,
acquisitions, or strategic collaborations.

Everything is tracked, protected, and easily accessible even from mobile
devices.
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A single platform for data protection

Boolebox Security Suite is the complete solution for managing, protecting, and sharing
corporate data from a single dashboard. Every organization is different: our suite adapts to
your workflows without complicating tools or habits, offering continuous security and total
control over files, emails, and credentials.

All boolebox applications are available in the following versions: CLOUD, ON-PREMISES,

HYBRID

Our solutions:

Secure File Manager
Collaborate on Office docs in
real time always protected

Secure Password
Store and manage
your credentials securely
and centrally
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Secure E-Mail
Send and receive messages
and attachments with
advanced encryption, without
compromise

Secure Transfer
Share large files with full
protection
and complete traceability
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Extended protection also on external platforms

With the Boolebox Encryption Suite, you can encrypt sensitive corporate data directly on
Windows, Outlook, OneDrive, and SharePoint. The suite integrates seamlessly into your
existing tools, ensuring data protection, regulatory compliance, and security both locally and
in the cloud, without slowing down team workflows

Our solutions:

File Encryptor for Windows File Encryptor for OneDrive & E-Mail Encryptor for Outlook
Protect local files while SharePoint Ensure advanced encryption,
working in Office, in a secure Apply an additional layer of traceability, and full
and intuitive environment security to documents on compatibility with Outlook
Microsoft Cloud
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Always-on innovation

The threat landscape is constantly evolving. This is why
vision, anticipating needs to drive change and ensure pr
our customers’ business. r

With Boolebox, your data stays pro’cecteq‘i’-
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